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SARBANES-OXLEY COMPLIANCE READINESS
INTERNAL CONTROLS & SECURITY BEST PRACTICES FOR SOX COMPLIANCE

NEW CORPORATE GOVERNANCE RULES, REGULATIONS, & STANDARDS FOR PUBLIC COMPANIES
'The Public Company Accounting Reform and Investor Protection Act — most commonly referred to as Sarbanes-Oxley (SOX) —
seeks to enhance the accounting practices, financial disclosures, and corporate governance of public companies. Designed to reduce

fraud and conflicts of interest, it requires all SECregulated companies to meet new internal control measures and audit requirements.

SOX RAISES INFORMATION SECURITY TO A CEO-LEVEL ISSUE
'The SOX regulations hold corporate executives directly responsible for the accuracy of information reported on a quarterly and annual
basis. Although not explicitly stated in the Act, an important part of ensuring the accuracy and reliability of financial information
involves having a strong I'T security program to safeguard the systems that generate the reporting. Under section 302, the CEO
and CFO must personally certify the accuracy of financial reporting and the timely disclosure of all material information.
Section 404 requires that companies not only establish and maintain an adequate internal control framework but also assess
its effectiveness on a yearly basis.
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OUR APPROACH TO SARBANES-OXLEY COMPLIANCE
Aspire’s five phase approach to SOX compliance readiness assesses the current state of internal controls,
identifies gaps and related risks, and assists organizations to document, update and maintain I'T controls to

ensure ongoing conformity.

CONTROL ON-GOING SECURITY

e Understand
business objectives

e Create new and/or
modify existing
controls required
for compliance

o Assess effectiveness
of existing controls

e Develop required
documentation
for establishing
and maintaining
reasonable and
appropriate
controls

» On-going assessment
of internal controls

e Identify critical
systems

« Identify gaps
& document
additional
controls and/or
modifications
required for
compliance

¢ Security monitoring
& Incident Response

e Document policies
& procedures

o Assess risk levels
by criticality &
likelihood of

occurrence

e Eventlogging &
Compliance reporting
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